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DETAILED ACTION 

1 . This action is in response to tlie Pre-Appeal Brief Conference request filed on 
January 17, 2006. 

2. Claims 1-2, 4-9, 12-16, 18-23, and 25 are currently pending consideration. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-2,4, 6-9,13-16,18, 20-23, and 25 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over King (U.S. Patent Pub. No. US 2002/0178028 A1) in view of 
Larsson et al. (U.S. Patent No. 6,226,747). 

Regarding claim 1 , King discloses: 

A method to facilitate software installation using embedded user credentials, 
comprising: 

receiving a software installation package at a computer (paragraph 8), where the 
package is transmitted to the consumer; 

extracting an installation program from the software installation package 
(paragraph 16-17); 
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determining if a current user has sufficient privileges to run tlie installation 
program (paragraph 17-18). wherein the user/hardware information is checked and if its 
authorized an enabling signal is sent to the software to continue running of the software; 

if the current user does not have sufficient privileges, recovering a set of user 
credentials that is associated with sufficient privileges to run the installation program 
from the software installation program (paragraph 17-18). wherein if the authentication 
fails, the user can be queried and can establish a new user/hardware identification; and 

authenticating to the computer using the set of user credentials (paragraphs 17- 
18). wherein the new hardware/user identifier can be used to allow the program to run; 

running the installation program on the computer (paragraphs 16-19); 

wherein the set of user credentials each include a user name and an associated 
password (paragraphs 16-17), wherein the user information and the associated 
hardware identifier are interpreted as being a user name and password; 

wherein an error message is displayed if none of the sets of user credentials are 
associated with sufficient privileges to run the installation program from the software 
installation package (paragraph 18). 

King does not explicitly disclose that there is a plurality of sets of user 
credentials. Larsson discloses a license floppy which stores identifiers unique to every 
computer which is used for groups of users for which license terms apply (column 8 
lines 20-31 , lines 50-65). King and Larsson are analogous arts in that both use 
user/hardware identifiers to identity which users/hardware are authorized to users to 
install a software program. Larsson uses a license floppy to store a plurality of 
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user/hardware identifiers so tfiat a group of users can be authorized to install the 
software dictated by a license agreement. It would have been obvious to one of 
ordinary skill in the art at the time of invention to use a plurality of sets of credentials as 
taught by Larsson in the system of King, for the purpose of "limiting the number of 
installations of a computer software program stored on a read-only device such as a 
compact disk (CD) from the CD to one or more computers" (column 3 lines 43-48). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, King teaches: 
The method of claim 1 , wherein the software installation package includes an 
agent, wherein the agent enforces security policies on the computer (paragraph 17), 
wherein the program checks the authorization and if it is authorized an enabling signal 
is sent to the software. . • 

Claim 4 is rejected as applied above in rejecting claim 1 . King does not explicitly teach 
recovering a second set of user credentials from the plurality of sets of user credentials 
if the set of user credentials failed during authentication. Larsson discloses recovering 
a second set of user credentials from the plurality of sets of user credentials if the set of 
user credentials failed during authentication (column 8 lines 51-67). Larsson uses a 
license floppy to store a plurality of user credentials per the license agreement and the 
system compares the different identifiers to verify if the particular user is authorized to 
install the software. King and Larsson are analogous arts in that both use 
user/hardware identifiers to identity which users/hardware are authorized to users to 
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install a software program. It would have been obvious to one of ordinary skill in the art 
at the time of invention to use a plurality of sets of credentials as taught by Larsson in 
the system of King, for the purpose of "limiting the number of installations of a computer 
software program stored on a read-only device such as a compact disk (CD) from the 
CD to one or more computers" (column 3 lines 43-48). 

Claim 6 is rejected as applied above in rejecting claim 1. Furthermore, King discloses: 
The method of claim 1 , wherein the software installation package is received for 
a network (paragraph 8). 

Claim 7 is rejected as applied above in rejecting claim 1. Furthermore, King discloses: 
The method of claim 1 , wherein the software installation package is received on 
a storage medium (paragraph 13). 

Claim 25 is rejected as applied above in rejecting claim 1 . King does not explicitly teach 
recovering a subsequent set of user credentials from the plurality of sets of user 
credentials if the set of user credentials failed during authentication and then using the 
subsequent set of user credentials to authenticate the user to the computer. Larsson 
discloses recovering a subsequent set of user credentials from the plurality of sets of 
user credentials if the set of user credentials failed during authentication (column 8 lines 
51-67). Larsson uses a license floppy to store a plurality of user credentials per the 
license agreement and the system compares the different identifiers to verify if the 
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particular user is authorized to install the software. King and Larsson are analogous 
arts in that both use user/hardware identifiers to identity which users/hardware are 
authorized to users to install a software program. It would have been obvious to one of 
ordinary skill in the art at the time of invention to use a plurality of sets of credentials as 
taught by Larsson in the system of King, for the purpose of "limiting the number of 
installations of a computer software program stored on a read-only device such as a 
compact disk (CD) from the CD to one or more computers" (column 3 lines 43-48). 

4. Claims 5,12. and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over over King (U.S. Patent Pub. No. US 2002/0178028 A1) in view of Larsson et al. 
(U.S. Patent No. 6,226,747) in further in view of Arnold (U.S. Patent 6,956,408). 

Claim 5 is rejected as applied above in rejecting claim 1 . King and Larsson do not 
explicitly disclose that the user credentials are encrypted. Arnold discloses a method 
wherein the installation package (and hence the set of user credentials) is encrypted 
(column 6 lines 39-57). It would have been obvious to one of ordinary skill in the art at 
the time of invention to have combined the teaches of Arnold with King-Larsson, in 
order to verify that the data came from the manufacturer of the installed software 
(column 6 lines 54-57). 

Claim 12 is rejected as applied above in rejecting claim 8. King and Larsson do not 
explicitly disclose that the user credentials are encrypted. Arnold discloses a method 
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wherein the installation package (and hence the set of user credentials) is encrypted 
(column 6 lines 39-57). It would have been obvious to one of ordinary skill in the art at 
the time of invention to have combined the teaches of Arnold with King-Larsson, in 
order to verify that the data came from the manufacturer of the installed software 
(column 6 lines 54-57). 

Claim 19 is rejected as applied above in rejecting claim 15. King and Larsson do not 
explicitly disclose that the user credentials are encrypted. Arnold discloses a method 
wherein the installation package (and hence the set of user credentials) is encrypted 
(column 6 lines 39-57). It would have been obvious to one of ordinary skill in the art at 
the time of invention to have combined the teaches of Amold with King-Larsson, in 
order to verify that the data came from the manufacturer of the installed software 
(column 6 lines 54-57). 

5. Claims 8, 9, 13, and 14 and computer-readable medium claims analogous to the 
method claims 1,2,4, and 6-7 rejected above, and therefore, are rejected using the 
same reasoning. 

6. Claims 15,16,18,20, and 21 are apparatus claims analogous to the method 
claims 1,2,4, and 6-7 rejected above, and therefore, are rejected using the same 
reasoning. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can nonnally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supen/isor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomnation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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